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# Wasn't technology supposed to make your life easier?

You have to access to 50 LANs distributed in 4 countries and you have to deploy remote-
control to cut the costs involved in the maintenance of 10,000 PCs. Hell, that's around 80
routers and firewalls from various vendors to configure and you have to send skilled
technicians to do the job. It will take months, it will hit your budget hard, there will be errors,
new security issues and downtimes, and any future modification -like adding a single PC on

a LAN- will force you to send people to fix the boxes again, and again.

You recall the large smiles of the sales reps and consultants who pocketed their big checks

before leaving you with this mess and you think that there should be a better way to do this.

=> The TWD Industries DS makes this nightmare a relic of the past -and no other solution of

the market is able to provide this feature: Secure Zero-Configuration Firewall Traversal.

P Note: If your ISP is maintaining a managed router or firewall for you then using the DS is your
only chance to reach the PCs on your LAN (because you have no way to access or

modify the configuration of this device).

BTW, isn’t it nice to be able to access your PCs without digging into the sloppy
documentation of your router or firewall and experiencing all the firmware bugs one by

one each time you need to add NAT for a new user?

The DS saves you time as soon as you have to go through one blocking routing device
but it does much more with centralized logs, inventory and credentials.
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# System Specifications (minimum requirements)

e« A PC or compatible, 386, 486, Pentium or higher

» 4 MB of free RAM or more (1MB for the Windows stack, plus the size required by the threads)

e Windows 95, 98, Millennium, NT4 (SP3), 2000, 2003 or XP.

* A VGA compatible Video Adapter or higher

* A Hard-Disk with 300 KB of free space (you need more space for the DS database)

* A Mouse and a Keyboard

* A Network Adapter or a Modem or a Cable (USB, parallel, etc.) to reach Masters and Slaves

* The TCP/IP protocol installed and working

* Winsock 2.0 (available since April 1996). Windows 95 users will have to download the Microsoft
patch, W95ws2setup.exe (963 KB) from:

http://mww.microsoft.com/windows95/downloads/contents/WUAdminTools/S_WUNetworkingTools/W95Sockets2/Default.asp

P Note: Optimal performances are achieved with appropriate hardware: among critical parts, a
Network Adapter may double or triple the effective bandwidth -if the manufacturer is
properly chosen. Some Windows Registry settings can also boost your connections
(see the FAQ).

Please read the latest FAQ on http://www.remote-anything.com to learn more about

performance hints and issues, TCP/IP installation, common problems, error messages, etc.
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The Directory Server (DS)

£ Benefits of the DS

If you manage tens (hundreds, or thousands) of PCs then the following will be useful:

= reach Slave PCs on distant LANs with no router/firewall setup (no NAT, no port to open)

= Masters/Slaves no longer listen to ports so malicious users cannot detect or attack RA

= Masters/Slaves are automatically updated by the DS —without rebooting any of the PCs

2 administrate groups of Master and Slave PCs and users from one centralized location

= define the Master rights to use a Slave PC on a per-user basis instead of on a password basis

= locate and reach a user or a PC even if you don’t know his/her/its fixed or dynamic IP address

= allow Masters to search a Slave PCs/Users by user name/host name/MAC address/IP address

= allow Slave users to send SOS calls that will be processed by the first available Master user

= install or move Masters to new PCs without asking new registration keys to TWD Industries

= apply power-saving options from the DS on your remote Slave PCs to power-down displays

The DS implements fault-tolerance, load balancing, mirroring and redundancy to offer a
scalable solution for a LAN or a WAN of up to 18,446,744,073,709,551,616 PCs. If you are
out of processing power to manage your PCs, just add a new DS!

& TRANSPARENT for Proxies, Firewalls and Routers!

Save time with the configuration of those systems with the DS: using NAT or opening ports is

no longer necessary to reach ‘hidden’ PCs located behind a router! There is no setup needed!

202.10.45.2 194.4.23.11
192.168.18 |, 192.168.1,10
i L& 1 &= Tl LAaM [
"@} r“"'ﬁ Router 2 .T'H'
Firewall Fouter Firewall )
e N 152, 168,2 C 132.165.12.% 37 o
P Pastar
E—# e b 192 168,129 H
= 192.168.2 .6 PREE s i
g. Slave *:g Slawve
197,188,180 i
Diirectary Serwear
i 194, 122,14 &
S Master/ Slawve connection
ADSL CFa03.12.45.2 M Public  IP address

COn nection Master, Slave

[ Private IP address

Any of the Masters (or Slaves) can interact
with the other PCs of the WAN where RA is

installed -even if:

= nobody knows the current (private or public) IP
address of the remote PCs
= nothing has been done on routers/firewalls to

route incoming connections or to open ports.
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=  Why “Secure”? A firewall blocks incoming connections to protect the PCs of your LAN.
Outgoing connections are allowed so all users can share one single Internet access. With
the DS, Masters and Slaves no longer need open ports because instead of waiting for
incoming connections they only make outgoing connections with the DS (just like users
who surf the Web). In addition, the DS uses AES encryption with a rotating 128-Bit
session key to protect your data.

=  Why “Zero-Configuration”? Because you have really nothing to do to make it work and
because there are no restrictions or compatibility requirements. The DS does not need a
special technology, it works in all the cases (as long as the PCs of your LAN can initiate

outgoing TCP connections on one port number).

P Note: In the case of a proxy : if your DS is not located on the Masters and Slaves LAN the
proxy asks users to authenticate themselves in order to reach the Internet. In this case,
Slave or Master cannot access the DS via Internet since the proxy is blocking
connections that go outside of the LAN. The solution is to use the Master and Slave
« Proxy » option which sends your username and password to the proxy -allowing

Master and Slave to reach the Internet.

& How the DS works

When you enable the ‘DS’ option in Masters and Slaves, you can no longer establish direct
connections from a Master to a Slave -using the Slave password to authenticate connections.

Instead, the authentication process is performed by the DS:

Using RA without the DS: Using RA with the DS:
202,100,452 194.4,23.11
_ 19216825 OS5 152,168.12.10
L Masker Slave Rl e Lak @.C- E@ 0_% Lan o
@1@} ‘ﬁ% ﬂ% Firgwall Fouter Router Ergyal ‘%@g
192,168 2 & 192.168.12 &

1) Master queries the DS to locate a Slave PC (or a Slave user)

2) The DS checks the credentials of the ‘Master PC’ and ‘Master USER'’ in its database

3) If Master is allowed to access this Slave PC then the DS returns the Slave information

4) Master establishes an AES 128-Bit encrypted connection with the Slave PC through the DS
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=> The DS machine can be located on any of your LANs or even outside of them —the only

constraint is to make it reachable for all Masters and Slaves.

¥ Note: Master users and Master PCs must have the necessary credentials in the DS database
to be able to access Slave PCs.

© Why use several DS?
This may be necessary if you are using a really huge number of PCs or if you really need a

true redundant solution. One DS will be enough for tenths of thousands of PCs. Real fault-

tolerance can be achieved without expensive hardware (like fail-safe load-balancing routers).

e __— et You can chain several DS in order to merge the
nterne
[ o —(9—— O—% LN BBep-,  databases from one DS to another (left picture).
Firewall Router Router vl
e ol 192, 168.2.5 192 168,128 4k
W W . :
B traster il 1 4 pg stops responding Masters and Slaves will
gl?E.IEE.E.E 1‘32.153.12.‘3@ .
b Slawe Sl gutomatically use the other DS (redundancy).

e
(o 192,168,280

] e
Directory Serwer i . .
; 194, 1.22.14 & When a DS is started, it checks if another DS has a
[=] F'u.l:nh-: IF agjress Mastar, Slawe g CLaL
B Private IP address 152,165,120 (@ more recent database and if so, it synchronizes its

database with the other DS.

Up to 16 DS can be chained this way to provide real-time redundancy and load-balancing.
See the DS options later in this document to learn how to setup the DS database

synchronization.

Tip: The DS is a Windows Service. As such, it can be restarted automatically (this is a
Windows 2000/XP feature) if -for any reason- it has been stopped unexpectedly. This
would lead to an interruption of service of less than 10 seconds (if Windows is not
crashed).

If Windows is crashed, having two DS machines will allow the traffic to be processed by the

second machine if the first server no longer responds.
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Having two DS is also used to make sure that load balancing can be handled properly: in
case too many connections are received on the first DS then this DS will redirect connections
to the second DS. This, however, is only likely to happen with thousands of Slave PCs. See

the ‘Performances’ chapter for more information about how much a single DS can take.
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& Purpose of the DS

DS.exe (250 KB) is a HTTP Server written in portable C++ (with no dependencies or DLLS)
like #: Master.exe (285 KB) or & Slave.exe (80 KB). The DS will be used by:

= Masters

» to check the credentials of a Master User trying to reach a Slave PC/User (Slaves using a DS
will reject connections that are not authenticated by the DS)

» to lookup a LAN/WAN computer or user in the DS database (Masters can search a Slave PC
by Network, User Name, IP address, MAC address, etc.)

» to be notified of pending SOS calls issued by Slaves

* to update themselves automatically (the DS will update remotely all the Masters it can reach)

Slaves

* to send SOS calls (Masters will be notified of SOS calls by the DS)

» to update themselves automatically (the DS will update remotely all the Slaves it can reach)

[un}

Network Administrators

[ai]

e to monitor PCs (powered PC, hardware inventory, OS version, who is logged in, who is
connected to the Internet, who asked help, who helped who, when, how long, etc.)

» to modify the options of all Master and Slave PCs from one centralized location

» to define credentials for Master Users/PCs (allowing them to access some of the Slave PCs)

» to define alerts (Is a specific machine used? Is a specific User logged in? Are critical resources
of some machines reaching a dangerous level? Etc.)

* to manage PCs (deploy programs, modify privileges, search files on the LAN or WAN, etc.)

» to audit the DS database (PC usage history, RA usage history, memory usage, etc.)

» totrace a stolen notebook (as soon as it connects to the Internet, you can reach it)

P Note: \hether the DS is installed on a LAN or connected to the Internet, all your Master and
Slave PCs need to be able to reach their DS: (the DS can use a dynamic IP address)

» If a Master cannot access the DS then the Master will not be able to query the DS
database and will not be able to reach Slaves (or to be notified of SOS calls)
» If a Slave cannot access the DS then it will not be possible for a Master to establish a

connection with the Slave (and the Slave will not be able to send SOS calls)
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=> This model offers the best possible security scheme (and reduces the cost of ownership of
both PCs and RA) since credentials, PC usage and history are stored and administrated from

a centralized location updated in real-time.

> Note: gince Master and Slave PCs no longer listen on RA port numbers no hacker will be able
to detect that RA is running and will not even be able to attack Masters or Slaves. For
the same reason, port scanners will no longer see that your machines are using RA.
This makes RA the safest remote-control solution available on the market (because you

cannot break something that you cannot even detect or reach).

@ ROI (Return on Investment) of the DS
The DS and RA are offering unique innovative features that make your life easier and safer.

The U.S. Environmental Protection Agency estimated that an organization can save $10 to
$50 per computer annually by enabling power management features that place a computer

monitor into a low-power “sleep” mode during periods of inactivity.

The DS allows you to define -and deploy- such a power-saving scheme on remote PCs with a
simple mouse click —even on versions of Windows that do not support power-saving
schemes. You can define default values for your ‘Networks’ (groups of PCs) and you can

create override settings for specific PCs as needed.

=> This feature alone can make RA and the DS pay for themselves in less than six months!

Most of our customers can migrate to RA for the amount they use to spend each year in the
program updates, support and maintenance fees of a product from the competition.
That's what we call ROI.

Many small businesses and large accounts are migrating from other solutions to TWD
Industries’ products to reduce their recurring fixed costs.
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# Installing and uninstalling the DS

=> To install a DS, login as ‘Administrator’ and then copy and run DS.exe in the folder of
your choice (C:\DS or C:\Program Files\DS are good choices). Once installed, the DS runs as

a Windows Service so it will start automatically at boot time.

The DS has to be installed on a PC that Masters and Slaves can reach (this may be on the
Masters and/or Slaves LAN or anywhere else). The DS machine can have a dynamic IP
address providing that:

* Masters & Slaves know the DNS/NetBios name of the DS machine (Examples: ‘twd-

industries.com’ or ‘twd_serverl’)

Once installed the DS will be immediately operational, listening for Master and Slave ‘alive’
packets. The only thing you will have to do then is to define credentials as explained later in

this document.

© The DS Tray Icon

=> The DS will show a Tray Icon that gives you access to the DS T

D5 Load. ..
Main Dialog...

v Accept Connections

functions.

This Icon is black when not accepting connections, blue when

About DS,

accepting connections, and shows a green arrow when
Close

. . . . . ) [
performing database mirroring or synchronization: EEE

& The DS Options

?,E This button displays the Options dialog box below:
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Public DS Name: the public DNS Name or [EEEZEEIE
—D5 —W Synchronize Datahase with

public IP address used by Masters and Slaves Public DS name [212.157.133.124 os [F12757 1535
Private DS name |192.1 £8.200.16 ——
to access the DS from the Internet. PN e i || [43
Private DS Name: the private DNS Name or Cannection timeout |24D — F[eq.[psynchronizeinw
. Purge histary if » |5U MEB Every I‘I %) Day(s]
private IP address used by Masters and Slaves 05 cal vaidy [F0 pin || Lot 0000300008 - :?nuJEZ][s]
to access the DS from the DS LAN Power off dizplaps after IBD Gl v | oad Balancing
. ] Allows DS-LAN Masters only ¥ Man. Cancurrent Threads |5D
Listening on Port: the Port number used by Synchrarize with Atarmic Clack 7
. . . . Encrypt (54 2048-Bit + AES 128:Bit) ¥ | T Databaze Miraring ——————————
the DS to listen for incoming connections. File [D_TwD_ndustresvFroee . |
Connection Timeout: (seconds) The DS cuts || Femisie Network Foiders S
f_ SandBox Email Iinfo@twd-industries.com
connections if responses are not quick enough. AllFolders o
Purge history if >: prevent the States Table N [ e e =

from growing forever and reset it if needed.

SOS call validity: SOS calls are automatically deleted if they are not answered within this delay.
Power off displays after: this is the default power-saving value to apply for Slave PCs.

Allow DS-LAN Masters only: Masters that are not located on the DS LAN will not work.
Synchronize with Atomic Clock: automatically keep the clock of the DS machine up to date.
Encrypt (RSA 2048-Bit + AES 128-Bit): use RSA encryption for AES session key negotiations.
Permissive Network Folders Masters can access the selected Network Folder(s) if they are
allowed to access at least one Slave PC of the Network Folder(s) of interest.

Log To: keeps a DS activity log in the NT/2000 System Event Log and/or in a simple ASCII file.
Synchronize Database with: use another DS to make sure that, in real-time or at a given interval
of time, DS databases will be synchronized. During scheduled synchronizations, you cannot use
the DS user Interface (in order to keep consistent with the exchanged information) but the DS is
normally handling incoming connections from Master and Slave PCs. When this option is enabled
Masters and Slaves automatically use the other DS if their primary DS is no longer responding.
Load Balancing: the DS will redirect incoming connections to the co-DS if needed.

Max. Concurrent Threads: the DS will redirect incoming connections if this value is reached.
Database Mirroring: the path used to keep a copy of the DS database. Note: the mirroring feature
is disabled as long as the Main DS dialog is opened (because it can be used to add Networks). If
we just mirrored in real-time the database, the disk and CPU load would have been doubled -
leading to poor scalability. So, instead, we use the following strategy: if there is no incoming
connection for one hour (and if the database has changed since the last backup), the DS stops

accepting incoming connections just the time to make a backup copy of the database (this should
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be a matter of seconds, minutes if you have a big database). If you need more accurate mirroring

strategies, you should consider RAID 5 controllers and disks or a co-DS.

& The DS Database

Once run, the DS will create the following database files: (in the .\db sub-directory)

* Network.dat The Networks (Network ID and Description, DS, eventual Gateway, etc.)

e Computer.dat The Master and Slave PCs (Master/Slave/DS, MAC address, Hostname, etc.)
e State.dat The characteristics of a PC at a time (On/Off, user name, OS, CPU, RAM, etc.)
¢ mOptions.dat The Masters options (port, log file, DS, Gateway, view only, FPS, etc.)

e sOptions.dat The Slaves options (port, log file, DS, Gateway, Tray Icon, IP Filtering, etc.)

* OpenNetwork.dat The credentials of a Master User (this User can access a given Network)

* OpenSlave.dat The credentials of a Master User (this User can access a given Slave PC)

e EndUsers.dat The Users of your PCs (Master credentials may be assigned to some users)

* SOS.dat The list of SOS Calls sent by Slaves (when, by who, on which PC, etc.)

* Application.dat All the applications of your WAN (Application name, version, etc.)

e Applinvent.dat The Application Inventory (on which PCs, installation/un-installation date, etc.)
* Hardware.dat All the Hardware of your WAN (Hardware name, type, version, etc.)

*  HwrType.dat Each category of hardware (CPU, RAM, Storage, Video, Controllers, etc.)

e Hwrinvent.dat The Hardware Inventory (for which PCs, installation/removal date, etc.)

As you can see, all the activity on your LAN or WAN will be stored in the DS Database: when
a PC is not used, when a User opened a Windows session, when he asked support from a
Master User and when he got help, how long, and from whom.

In addition, all the changes on your PCs are recorded (logged User, RAM, Disk, OS, NIC,
modem, Internet connection, etc.) so you have a pretty handy record of the maintenance
activity as well (the RAM and Disks status are stored when they are critical: less than 2MB
RAM or less than 20MB disk, or when the RAM status change is larger than 10MB).

7 A look at the main DS dialog lets you find which PC needs more RAM or more disk space.
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“ Note: The DS will allow you to accurately estimate the costs associated with all this activity
(PC usage, Internet use, PC maintenance, etc.) and will allow you to find all the details

of an event: who was involved, when, and from where.

‘¥ In the future releases, the DS will provide sophisticated reporting tools to query the DS

database and create custom reports and Database exportations.

£ Uninstalling the DS

=> To uninstall the DS, just run the DS.exe with the —u parameter as shown below:
(use the Windows “Start” menu and then the “Run’ command)
This will remove the DS Service from the Service List [ (7] x]

of the Windows Service Control Manager. E 2 B2 mE W e & TR, e, GeMnET s, e

Internet resource, and Windows will open it for vou.

Open: I C\D5ds -u j

(o4 I Cancel | Browse. ., |
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# Using the DS

& The DS Main Dialog

This dialog shows the Network and the
L @lﬁf\ﬁ # Directory Server & @
= WFAUE LS =

a ave Compute
SandBaox Metwork MAC Address | Host N... | User Mame | 05 CRU -

Computer Lists (Masters and Slaves).

- EHE] San Francisen B support  00-DF-85-CB-34F2 sales 11 Motlogged Window... Intel.
= If yo u se IeCt one N etW or k th en th e & Irwestors B spport  00-AC-SE-?E-DE-82  sales_ 12 Motlogged Window... Intel .
. . i i @{:ﬂ E_e";wf " B support  00-7C-25-6F-66-34  sales_ 27 Noklogged  Window... Intel .

PCs of this group wi Il be listed in the [|7° @'IDDHIZD B B Sipport  OD-AE-23-CE-BB-5  sales_40  Motlogged Window... Intel.
(B Services Q Support 00-63-B2-3C-75-73  sales_46 NotLogged  window... Inkel.

. . = pe— R FHI::I == 1‘ ~° AD-4D-E5-BE-DE  sales 67 Mot Logged  Window... Intel .

Computer List. Create a Network with B i o SR O S 0 00 £ 669D sos_ 50 Nk Logged Window..  Intl.
(B M oy ey = 7-08-17-2F-FC  sales 102 Mok Logged  window... Intel.

. ) . . P ] Mark, 2 s Pl B B-07-86-D7-D7  sales 111 Motlogoed Window.. Intel,

the I N S key (re n a.m e It Wlth th e F 2 key (8] Sales  Mebwork Details ENTER E-75-63-53-77  sales_130 NotLogged  wWindow... Intel.
L8 Advis prar—— 3 4-17-7F-€B-92  sales 143 NotLlogged  Window... Intel,

i ; ‘ ' ; (1B Frankfiy ~ SPPIcadan fmentony 4-43-57-30-B9  sales_144 Mot Logged Window... Intel .

an d d e | ete lt Wlth th e D E L key _Or J u St L8] Sales e e 9-1E-9C-5B-C8  sales 148  MNotLogged  Window... Intel,
File Deployments » [FFI-EE-40-47  sales 149 Notlogged ‘Window.., Inkel.

rlght_C“Ck It tO get a menu)- = SOpport  U0-95-43-20-7B-84  sales_163 Mot Logged  Window... Intel .

Q Support 00-CF-BA-91-E9-F5  sales 171 Mot Logged  Window... Intel .
3 5 pport 00-26-62-38-5D-B5  sales_17# Mot Llogged  Window... Intel.
Q Support 00-84-85-1A-D5-50  sales 173  NotLogged  Window,., Intel,
) SUppOTE 00-BA-2D-C7-E4-56  sales_175 Mot Logged  Window... Intel.
- 1 1 1 _ i@ Support  00-9D-92-D1-9C-41  sales_180  Motlogged  Window... Intel .
= The Com pUter LISt IS ShOWI ng a real lgSupport 00-B4-F1-54-BA-77  sales 189 NotLogged  Window... Intel .
3 5 pport 00-17-09-D1-24-7C  sales_196 Mot Logged  Window... Intel.

time ||St Of available PCs for the Selected W cippert  O0-6F-7S-0E-D4-39  sales 206 NoktLogged  Window...  Intel,

= support 00-25-18-6C-A9-47  sales_213  NotLlogged Window... Intel.

= support 00-97-03-5C-96-DZ  sales 216 NotLogged  wWindow... Intel. =
Network (Masters or Slaves that are i - o
List PE(s] if:
sending ‘alive’ packets to the DS). B Ao A =] =] e
I This is the PC list. check at least ane Metwark ta display PCs |
O o These checkboxes allow you to filter the Masters and Slaves listed in the

[ Mot Logged . ,
— Computer List. If you check ‘Off’ then you will also see the computers that are

unavailable (offline) but stored in the DS database. If you check ‘Not Logged’
then you will also see available (online) computers that are not being used by

someone.

P Note: The main dialog box should *NOT* be open all the time because it uses CPU and
network resources to maintain a real time list of PCs for the selected Network. If you

need to monitor such a list you should use a Master instead.
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The ‘Network Details’ menu item that you get
with a mouse right-click (see image above)
displays the dialog box on the right. You can
define a default Time Zone Filter, rename the
Network Folder or define the default Power-
Saving options for this Network.

The default Network settings (Time Zone Filter
and Power-Saving) are overridden if you define

Slave settings for a specific PC.

& Configuring Masters and Slaves for the DS

{E1D5 Network details E

— Time Zone Filker

Slave PCz will be unreachable during unchecked hours:

am prn
P onday [TTTTT vl T Ivlvilvlel TT T T T T T
Thuesdap v 7 vV

ednesday |74 3 v I A 2

Thurzday

Iwiviviv] | viviviv

Ivlvivivl | |viviviv

£aE
=a
g2
L=l

Ivivivivel 111 11

| EEEEEEREN
123465678301 2348678901230
1 2

1]

— Default Power 5aving settings

Description |Accounting Department

Power off Slave PCs display after I-I 0 mir. ’—I
Cancel

Once installed, the DS is working as soon as Masters and Slaves can reach it. Then, they

send ‘alive’ packets to fill the DS Database with information about:

* PCs (Master and Slave PCs, with their options, state, RAM and Disk levels, etc.)

e Users (each time a new User is logged on a PC, he is added to the Database)

Configuring Masters and Slaves for the DS is
simple. Two options are related to the DS: ‘DS’

and ‘Port’.

Check the ‘DS’ check box and enter the DS IP
address (or DNS name) and port number in

Masters and Slaves.

¥ ra Options

Ty
# 1]
tdaster Default Port |4DDD

— Directomy Server

v DS |192.188.2.BD
Puart |443

[ Ctrl + Alt + Del ] Hotkey

CTRL + ALT+ F|1_ Default |

—Log
Browse... |

[¥ in a File
IE:'\F!A_Master. Lag

*_*RA Options

— Security Options

Part |4DDU
Password Isecret

| Define Enabled kazter Features |

I Directoy Server

DS Name [132.168.2.80
DSPat [443 [ pow |

—1 P Address Motification

Email address Ime@yahoo.com

| (]9 || Cancel |

Lpply | | Cancel |

* For Masters and Slaves that are located on the DS LAN assign them the PRIVATE IP address of

the DS.

* For Masters and Slaves that are NOT located on the DS LAN assign them the PUBLIC IP address
of the DS (if the DS machine has no public IP address then this will be the public IP address of
your router which implements a NAT table to route incoming connections from outside the LAN to

the private IP address of the DS machine).
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* For Masters and Slaves installed on roaming laptops that are located on the DS LAN only part of
the time and are also used at Home then assign them the DNS NAME of the DS so they will
always be able to lookup the DS (this requires a DNS server for your LAN and for the Internet).

* If you do not have a permanent connection to the Internet and/or have no fixed routable IP address
to provide for the DS machine then you can use a dynamic DNS name (see www.noip.com) so
Masters and Slaves will be able to reach the DS from anywhere in the world. (Note: if your DS
machine is behind a router then you still have to use port forwarding (NAT) on the router to redirect
incoming connections to the private IP address of the DS machine)

Here is an example of configuration for the Option Dialogs of DS, Masters and Slaves:

DS Configuration
DS Public Name: 212.111.222.333
DS Private Name: 192.168.1.10

DS Port: 80

Master/Slave located on the DS LAN Master/Slave located outside of the DS LAN
DS: 192.168.1.10 (DS Private Name) DS: 212.111.222.333 (DS Public Name)
DS Port: 80 DS Port: 80

b Note: This configuration can be done before you deploy Slaves by using a personalized Slave.exe
file that will contain the DS information. Using a personalized Slave.exe file will save you time
and will avoid configuration errors since you will only have to run the Slave.exe file to install it
and configure it (the procedure to make a personalized Slave.exe file is documented in the RA

Manual).

© Deploy personalized Slaves on all the PCs of your LAN in just 10 seconds

Once you have created a personalized Slave file, you will want to deploy it on remote

machines. This is as simple as just copying and running the Slave.exe file on the target PC.

A free tool called psexec.exe available from www.sysinternals.com can just do that (copy and

run a personalized Slave file) on all the PCs of your domain. Just open a DOS box and type:

psexec \\* -u domain\administrator -p password -c -d -i “C:\my_Slave.exe”

Example: psexec \\192.168.124.145 -u domain\mike -p secret -c -d -i “C:\my_Slave.exe”

To deploy Slave on a single machine, replace \\* by \\192.168.124.145 for example.
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& Help-Desk Centers: Automatically track and lookup newly deployed Slaves

If you provide Help-Desk services and receive phone calls, email or web-based support
requests then assigning an incident ticket or a customer code to a new Slave BEFORE it is
deployed is very useful. As soon as you see the expected Slave identifier in the DS or Master

list you can access the Slave PC remotely.

Personalized Slaves can be automatically stored under a given Network folder (they create the
Network folder if it does not exist yet in the DS database) and use the PC Description of your choice.
You just have to rename the “Slave.exe” file like this: “Network#pcDescription.exe” before you

deploy (or ask the customer to download) this Slave file on a PC.

Examples: “NY_Sales#Paul's Laptop.exe”, “NY_Sales#.exe” or “HelpDesk#Ticket2452.exe”.

You can send an email to your customer with a link to your web site that will specify a ticket
code in the URL that points to the CGI on your web site in order to rename the Slave.exe file

downloaded by the customer according to the ticket code.

Then, the newly deployed personalized Slave will register with your DS in the Network Folder
specified by the ticket code and you will be able to find it immediately in DS or Master (the
"Permissive Networks' DS option allows Masters to reach newly deployed Slaves without

creating new access rights in the DS).

& Configuring Master or Slave for a proxy server (Socks 4/5 and HTTP)

The ‘proxy’ option of the Master and Slave Options dialog
— Prowy Server
boxes (see the pictures above) displays the dialog on the Server[132168.126.118
Part 1080

right. You can define the parameters of your proxy server to

Authentication:
. T .
allow Masters and Slaves to reach a DS via the Internet. ST

 HTTP [rotie, basic]

User IElicSandels

This option is useless if the DS is located on the Master and
Slave LAN.

Password |secret

| 0K || Cancel | | Test Prosy

& Allowing Masters to access Slave PCs
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After all PCs and Users are registered in the DS Database, you can define User Credentials

(the right for a User to use a Master PC to access a given number of Slave PCs).

=> In order to make the DS operational, you only have to:

Install the DS

Deploy Masters and Slaves on your LAN/WAN (NT script, Logon script, email, etc.)
Wait that PCs and Users are listed in the DS Database (it is done automatically)
Authorize Master PCs in the DS Database (if you don’t they will not accept to work)

a r WD P

Define User Credentials (so Master Users can use Master PCs to access Slave PCs)

The steps 4 and 5 can be done at the same time in the dialog documented below.

& Setting up the Credentials

This button calls the Credentials dialog box below:

= This dialog allows you to:

° Auth 0 ri Ze a M aSteI’ PC (SO a M aSte r 5] Authorized Master PCs and Master Users Credentials
—Authorized Master PC: ~The Selected Master User can use.... the selected Slave PCs
. Haster FC | Deseription [ Netwark | User Mame | Hetwark Hetwark |
User can use this Master PC to access |[|[D sz Sandicn Userl2  Domaing Sand_Ba
[ sales_144 SandBox User-003 Domain 05 Domain 02
sales_148 SandBox User-004 Dornain 02 Domain 03
Slave P CS) [ sales_156 SandBox User005 Darnain 10 Damain 04
[ sales_120 SandBax User-005 Domain 02 | [ Domain 05
[ sales_144 SandBox User007 Domain 06 | (] Domain 0
. Select Master Users (among all Users sales 248 SandBox User008 Domain 10 [ SlayePC | Desorption
[ sales_256 SandBow User-009 Domain 02 sales 12
[ sales_263 SandBox [ Useriri0 Domain 10 | EgeEEN
so a User can use any Master PC) sles 272 Senctios Duseirt | Domainty || [
sales_276 SandBox [ Useriri2 Domain 8 | [ oes a5
sales_292 SandBon [ Usern Diornain 05 -
» Select the Networks a Master User can || Sandon O Ut Domants | 5 et
sales_262 SandBax [ Userd15 Domain 10 | [ soiee 102
3 1 4 »
access (an ‘Open’ Network grants Teperd L1 R ISP S
[] Indicates Mo Access [to a Netwark o to 5 PC] [~ List sutharized Master users anly
. Indicates a Limited Ascess to aNatwark fnot sl PCs) || o b n
access to all its Slave PC S) Indicates a Full Access (1o a Network or to & PC) salocted User in the ueers itabove, LA | »]

¢ Select the Slave PCs that a Master User

can access.

P Note: 14 open rights for a Network or a Slave PC, you have to select one Master User.

In order to establish a connection to a Slave PC, a User has to:
* Dbe an Authorized Master User
» have credentials to access this Slave PC (or all the PCs of the same Network)
» use an Authorized Master (a PC where Master.exe is authorized by the DS)
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 Note: |f 3 Master User has credentials for a Network, he can access all the Slaves of this

Network. If you define credentials for a specific Slave then they will override the

eventual existing credentials of its Network.

@ Editing Master/Slave Options and Master User Credentials for a PC

Just double-click one PC in the Computer List to edit the Master and Slave Options and
define the Master Users that can access this PC. Once saved in the DS Database, the new

RA options will be updated on the distant PC when the DS will hear about this remote PC.

This dialog is handy to modify the
. . —Slave Optione———— [~ Master Optionz — Authorized Master Uzers
setting for one single PC. Another = — UserNome | Domain___ ||
) . Descnptlonl oc_grapr_lom F'ortl 0@ User093  Domain 06
dialog (see the ‘Credentials button’) Port 4000 FPS | 0% User100 | Domain 03
. ) EFG User101 | Domain 03
allows you to define Master User || Foueraffdspay st i ) o i ]
. Tray Menu
. I tanual filter I7 | Share Clipboard Passwmdltiti
credentials for all your PCs at the B e I|z ;f?ucon B o
. . [ Werbose vl Hptions I= | ritor Grils ™ Share Clipboard
same time (here, Master options are I LogFie ¥ Accept O Szt Cerneatian: W G
. [~ Gateway [V Cloze &l " | Enatiled [zam be uzed] [~ Reboot/ShutDawn
grayed because there is no Master || I Fie Transter
I~ Send Commands
installed on this PC). Mﬂ I Login (Ct-AlkDel)

@ Querying the DS from Masters to locate and reach Slave users / PCs

The DS allows authorized Master users to send request in order to find Slave users and

PCs on a LAN or WAN. The search values can be one or a mix of:

e user name (the name users type to open Windows sessions)

* machine name (DNS or NetBIOS names — type it in the ‘Slave’ edit box)

e IP address (the private IP address — type it in the ‘Slave’ edit box)
e MAC address (the network adapter's MAC address — type it in the ‘Slave’ edit box)

* Network (the name of the ‘Network’ where the Slave PC is located)
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Just enter the search values in the Eianeurs

relevant fields of the main Master dialog | <= tft[ E_ﬂ Remote-Anything
. . : . - _'“_' it Ao bovcindustries.

box (if you want to filter the list of online o M dfwwntvcindasties.som

H ﬁ Mazter |d8|||:l4 192.168.100.40 Uzer hame I.-’-‘«Ie:-:andel
PCs) and press the button to Slave | Desciptn|
Metwork |frankfurt£sales PU[[I

populate the ‘Slave Computers’ list with

Slave Computers
MAC Address Description

the Slave PCs that the Master user is

allowed to reach.

=> Then, to reach a Slave PC, just select it and press one of the buttons below:

7] 5] [ [

This will connect Master and Slave via the DS if Master has the right to use the feature you

have selected with this Slave PC.

& Using the DS from Slaves to send SOS Calls

When using the DS, Slave users who send an SOS will not

Options. ..

send it to a specific Master but instead will send it to the DS.
The DS then will broadcast the SOS to all the available Master

Close All Connections
v Accept Connections

users that are allowed to provide assistance to this Slave PC. ahat. .

(EIS  sssem

Slave SOS Calls will be signaled to Master users by [MAC Address | Gatewa [1paddress  [Hos «
QDD-CD-FD-IC-E?-F# 192,168.100,10  192,168.100,10  askc

d|Sp|ay|ng Sm”ey icons @ until a Master prov|des %DD-EDQQ-E“I-SD-FS 192,168,100,20  192.168,100,20  durc
(C)00-S0-BA-EES297 192.168.100.8  192.168.100.8 Dua
B o0-50-8A-EE-25-61 192.168.10.16  192.168.10.16  lase
B oo-50-BAEE-32-86 209.237.155.68  192.168.10.42  tech
= 00-50-BAEES1-23 209.237.155.68 19216810044  tect
DD—SD—BA—ES—SZ—I? 209,237.155.68 192.168,10.45  tect
. . . . O0-50-BA-EE-S5-11 209.237.155.68 192.168.10.58  dev
Each of the smiley icons gives an idea of the delay that |8 ssoeare-eo27 20025715568 192.168.10.58  dev—
. ) ) ) G 00-50-BA-E6-34-17 209.237.155.68 192.168.10.61  dev,
the Slave user is experiencing —from hope to despair: B 00-50-BA-EE-21-25 209.237.155.68  192.168.10.65  dev.
— 5 00-50-BA-E6-97-80 209.237.155.68 192.168.10.82  sale
DO E® allowing Master users to identify priorities. 5 go-50-BA-E6-11-97 209,237.155.68 192.168.10.84  sale

@UU-SD-BA-EE-?Z-QQ 209.237.155.68 192.168.10.85  salke ™
4| 3

assistance to the Slave users requesting help.
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=> The DS logs all Master-Slave connections and all SOS Calls so you will be able to identify

the time spent by your support staff at maintenance and assistance on your LAN / WAN.

On the top of the unique security provided by the DS, the ability to reach any user or PC
behind firewall and/or routers without configuration -or to have any user be able to reach you-

is a dramatic improvement over what the Help Desk market offered so far.
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& How to arrange PCs in Network Folders

= If you need to work with a lot of PCs then you may find it more convenient to W
SandBox
organize your PCs in ‘Networks’. There is no obligation for you to use several |= (&l SanFrancisco

----- (2] Investors
Networks to split your list of PCs -this may just be more convenient.

EI@ Sophia Antipaliz
(&) RED

%% Because the DS will associate each Master and Slave PC with the

appropriate Network and will pass the information to all Masters then this

work is done one time only.

The default ‘SandBox’ Network is provided to collect PCs that do not (yet) belong to a user-
defined Network. It may be useful to indicate new PCs when new Masters or Slaves will be

installed in the future.

=> To edit a Network name just click on one item of the tree. Press the [INS] key to create a
Network. Press the [ENTER] key to save a change (or the [ESC] key to cancel changes).
Press the [DEL] key to delete a network.

In order to associate PCs

SandBox Domain MAC Address | Host M. | User Mame | oS CPU =~

E@ San Francisco B 5and_ Box  O0-DF-BE-CE-3A-F2  sales L1  NotLogged ‘Window... Intel. with a Network, just drag
% Investors ™ Sand_Box  00-AC-SE-2B-DS-82  sales_ 12 Mot Logged ‘Window... Intel,
; @S E?";WS_ ; ) Sand_Box  00-8D-D0-E3-EE-9D  sales_ 13 Mot Logged ‘Window... Intel, & drop PCs from the
2] Sophia Antipols B Sand_Box  0D-47-08-17-2F-FC  sales_16  Motlogged ‘Window... Intel.
(&) RaD
(B] Services QSand_Box 00-BE-07-8B-D7-D7  sales_17 Mot Logged W?ndow... Intel . Computer L|St tO the
" and_Box  00-ED-4D-65-BE-| sales_ ok Logge indows...  Intel,
= = Sand_Fox  OD-ED-4D-85-BE-DE  sales_67 Mot Logged  Wind Intel
N [Enioe: mwmeesn oo oo v 9. | Networks Tree,

P Note: You can move PCs from one Network to another Network at any time but it is far easier
to deploy your Master and Slaves by Networks and wait that they are listed in the DS.
Then, you can drag & drop them in just one step in the appropriate Network and deploy
RA on another Network, drag & drop them in a new Network folder, and so on...
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& Real-time PC States

When listed in the main DS dialog, PCs have an icon that specifies their state:

@Gy 2 FEEEEE S EE G

® ® G O &

The DS just started and has not heard about this PC yet

The PC is Offline

The PC is Online and that's a Slave PC

The PC is a Slave PC that has been marked as to be remotely uninstalled ASAP
The PC is Offline and locked by the Time Zone Filter

The PC is Online and that's a Slave PC locked by the Time Zone Filter

The PC is Offline and unlicensed (deployed without enough licenses in the DS)
The PC is Online and unlicensed (deployed without enough licenses in the DS)
The PC is Online and that's a Slave Gateway PC

The PC is Online and that's a Slave PC and it is running a Screen Saver

The PC is Online and that's a Slave PC and nobody is currently logged in

The PC is Online and that’'s a Master PC

The PC is Online and that's a DS machine

The PC is Online and that's a Slave PC currently controlled by a Master

The PC is Online and that's a Slave PC currently monitored by a Master

The PC is Online and that's a Slave PC currently exchanging files with a Master
The PC is Online and that’'s a Slave PC which just sent an SOS Call

The first SOS Call has not been processed yet and the user has sent another SOS
The second SOS Call has not been processed yet and the user has sent another SOS

The third SOS Call has not been processed yet and the user has sent another SOS

These icons allow you to quickly check in real-time the workload of the PCs on your WAN:

Where is a given user?

Who is logged on a given PC?

Which PCs are not used?

Which PCs are remotely accessed by RA or asking help?
What are the memory and disk levels of a given PC?
Where is the weakest or the most powerful PC?

What are the PCs that have a modem?

Is this PC currently connected to the Internet?
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& Automatically Updating Master.exe and Slave.exe on all your PCs

¥ The burden of deploying personalized Masters and Slaves on each Group of end-users is
a one-time issue because Masters and Slaves will keep their options when the DS will

automatically update them with new versions.

The only thing that you will have to do is to copy the new versions of Master.exe and
Slave.exe in the DS folder. The DS will detect them and will attempt to remotely update all the

distant Masters and Slaves until they use this new version.

© Real-time Application Inventory

You can list the applications installed on any PC with a right-click on the PC of interest in the
DS dialog box (see the picture on the right side). This will display a menu which allows to edit
the

fORA - DS v1.0.5

[0 ]

PC description

# Directory Server &

@.@ %@ o= L Edit Descripkion

which may be used with .

Fz

the RecyC|e Optlon Master/Slave Options  Enter
. Master & Slave Computers Define Credentials

(See ‘The License R SandBox Metwork MAC Address application Inventory

= 2] San Franciseo B Sand Box  O0-DF-BB-CB-34-F2  [yentory History
button’) or to Delete or % vestors =) sand Box  00-88-07-88-D7-07 -

; @ relos B Sand Box  00-7C-25-6F-86-34 Hardware Inventory
Remotely Uninstall T [%pg;[? rieete M 5and_Box  00-AE-29-CE-Ba-05  Inventory Histary

B Sevices B 5and Box  00-63-62-3C-75-73 Delete from Database Del
the selected PC. 181 Support Bsond Box  GEDADESEEDE  pormotely Uinstal _ Del
{2 applications installed on this PC =]
The Application |nvento ry menu .-’-‘«pplication...l Ingtallation Date | Application Hame | Verzion | -
PC 'Compd2
item displays a dialog which lists the T 230903151743 lomega HotBum
|' . i ” h 2] 23.09.031517:43  Microzoft Repository B.0.01
3] 23.09.0315:17:43 MSDN Library - January 2002 7.25.206
Current app |Cat|0nS InSta ed on t IS 4] 230902151743 Dell ResourceCD
. . ] 23.09.0315:17:43 HP Officedet G Series
PC and the Inventory HIStOI’y |tem E] 23.09.031517:43  Microzsoft Intemet Explorer &
7] 23.09.031517:43  |nno Setup version 3.0.7 307
H i H 8] 23.09.021%17:43  Quake Il Arena
lists un-installation dates as well so 8l R L]
. . . 10] 23.09.0315:17:43 Comman Setup Files [3790.0) 5.23790.0
you can track if an app||cat|on has 11] 23.03.0315:17:43  ImageMate CompactFlash USE [SD...
12] 23.09.031517:43  Intel Ulra ATA Storage Driver
been I‘emoved and reInSta”ed hOW 13] 23.09.0231%17:43  Microzoft Web Publizhing ‘Wizard 1.53 E
i Copy Test in Clipboard |

many times and when.
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& Real-time Hardware Inventory

To list the hardware [CLYEECRir

installed on any PC ;3,:;\ @%

right-click the PC of

# Directory Server & N

UG Ty R B L

Edit Descripkion Fz

Metworks
L

interest in the DS dialog
San Francisco
(8] Investars
-[&] Felows
| Sophia Antipoliz
: RLD

[&] Services
Suppork

box to get a pop up

menu (see the picture

on the right side).

The Hardware Inventory menu item
displays a dialog which lists the
current hardware installed on this PC
and the Inventory History item lists
un-installation dates as well so you
can track if a part has been removed
and reinstalled —how many times

and when.

Master & Slave Computers

Master/Slave Options  Enter
Define Credentials

[ (O] %]

s
M ehwark MaC Address | e ey l
Q Sand_Box  00-DF-8B-CB-34-F2 Inventory Histary Intel .
Q Sand_Box  00-BB-07-8B-D7-DF Intel |
B Sand_Box  00-7C-25-6F-66-34 Hardware Inventary Intel .
@ Sand Box  00-AE-29-CE-E8-05 Irwventary History Intel .
Q Sand_Box  00-63-B2-3C-75-73 Delete from Database Del Intel
Q Sand_Box  00-ED-4D-65-EE-DE Remokely Uninstal Dl Inkel
@ cerd Deee A0 omoAn £ Cooan Teknl
{2 Hardware installed for this PC =1 E3
Part numbe...| Installation D ate | Type | Part Mame | Revizion | -
PC 'Comp42
1] " 201003154940 Computer tdbvead Canffamclion il P, GOZIEDT
2] 20.10.03 15:49:40  CPU IntelR] Pentiurn(R] 4 CPL 170..
3] 20.10.03 15:49:40  Display adapters 32MB DDR NVIDIA GeForee2 ... 5.3.2.0
4] 20.10.0315:43:40 DVD/CD-ROM drives  CD-ROM Drive 5.0.2183.1
]| 201003 15:43:40  Floppy disk controllers  Standard floppy disk controller 5.0.2183.1
E] 2010.0315:49:40 IDE ATA/MTAP co..  Intellr] 82801BA Ulra ATA Cont..  E1.8.0
7] 20.10.03 15:49:40  IDE ATAMTAPI co...  Primary IDE Channel 5.0.2195.0
8] 20.10.03 15:43:40 IDE ATASATAP! co Secondary IDE Channel 50.2135.0
| 2010.0315:43:40 IDE ATAMTAP co.. Ul ATA Channel E1.8.0
10] 201003154340 Keyboads Standard 101/102-Key or Micro...  5.0.21831 ||
11] 201003 15:49:40  Mice and ather poin...  P5/2 Compatible Mouse 5.0.2183.1
12] 201003 15:49:40  Monitors Flug and Plap kanitar
13] 201003154940 Metwork adapters 3Com 3C920 Integrated Fast Et 1.8050
14] 201003 15:49:40  Metwork adapters 3Com EtkerLink 104100 PCl For... 1.805.0
15] 201003 15:43:40 Ports (COM & LPT) Communications Port 5.0.2183.1
1E] 20.10.0315:49:40  Ports [COM & LPT)] ECP Printer Port 5.0.21831
17] 201003 15:49:40  Printers HP Officelet G Series Printer 5.0.2183.1
18] 201003 15:43:40 RAM 512MB
19] 201003 15:43:40 Sound, video and g...  Creative 5B Live! Basic f/DM) 5.0.2184.1
201 2010.0315:49:40  Sound, video and g...  Game Port for Creative SB Livel 5.0.2184.1
21] 20.10.0315:49:40  Storage C: 37 24GEB; D: 37 27GR
221 201003 15:49:40  System devices ACP| Fixed Featuie Button 5.0.2183.1 E

Copy Text in Clipboard

& Track PC usage on a per user or per PC basis

Eﬁ This button displays the dialog box below:

= The Track dialog box allows you to generate a .RA movie and/or a text log file that will

record the user activity during all the Windows sessions —for a given Slave PC or for a given

User that will log on any of the Slave PCs managed by your DS.
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The text log file will just store the title of the active

. . . What to Track —————— — How to Track Windows Sessions
window and the application name for each user. [ | aPC iwhoeverusesit) || ¥ Log Active Applcation/llser
= % alser [wherever uzer is) [~ Record a R Movie
. . Metwark | Uzer Mame | Metwork
The RA movie will store all the screen changes. RemateLAN_LS R rinictater | S andBor
. . S andB ox [ Stephane SandB ox
The files are located in a sub-folder of the DS Betty SandBox
[ Eric SandBox
folder (DS\Tracking\Network Folder\User or PC). FrontDesk  SandBox
[ Michael SandBox
— Steve SandBox
Slave FC S | Desantlon O Sandra & andB o

With the NT Windows Task Manager opened on

["] EPR:0O0-E0-4C-C2-47.
the “Performance” tab, a RA Movie file of 130 MB FRONTO0EBAE LS.
["] 5aloonPC:00-0C-F1-...
Storage11:00-D0-EY...
] upstairs: 00-03-47-D9...
["] #E0N14:00-0B-DE-...

is created for a whole day (24 hours) of tracking.

CPU usage stays below 10% during RA Movie file

tracking to avoid slowing down Slave PCs.

< | ol | ol
& File Deployments
This button displays the dialog box below:
o Here you can (Sl
- [ Package Package | Created | Deplayed |
create, edit or Name 6P Package 1 10.22.2004 . o
Cammei [‘Joice ower |P alpha test Package 2 10.22.2004 .. no
Fi VolP 10.25.2004 ..
delete Packages et s B o no
that the DS WI" Fun |setu|:|_bat
deploy on request. pig | NewPackage
p y q @ Delete Package
Add File
To indicate the | Mofiles| 4 Remove Fisfs]
] Tatal Size 273 KB Save Fackage
setup file to run
Mame | Size| T_l,lpel M odified | Attributes |
click on the icon of ChangeLog. kil B4KE 19/05/2004 2339 &
Manual html 158KE 19/05/2004 2339 A
the package file 1eg.zip SOKE ZIF  Z3A0/2003 0031 A
' ™1 setup.bat KB BAT  25/10/2004 21:45 A
Dest. Path can be
an absolute PATH
or contain any of
the system folders
below:
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- %windir% (C:\WINNT or C:\Windows)

- %programfiles% (C:\Program Files)
- %system% (C\WINNT\SYSTEMS32 or C:\Windows\SYSTEM32)
- %commonappdata% (C:\Documents and Settings\all users\Application Data)

- %commondocuments% (C:\Documents and Settings\ all users \Documents)

Using such a %systemdirectory% will install the package files in the expected destination

folder whatever the actual system drive and path are on each destination PC.

The Run file (if any) you have defined by clicking the icon of a package file will be run after all
package files have been copied. This will allow you to copy package files in other directories,
to install drivers and register dlls, etc. It can be any executable file (*.exe, .bat, .vbs, .Js) or
even a data file (*.msi, *.txt, *.doc) as long as the corresponding program is already installed

on the destination PC to be invoked by Windows.

Once a package is saved, you can ask the DS to deploy it on all the Slave PCs of a Network

Folder (see the picture below on the left) or on one PC only (see the picture on the right).

{ERA -DS v4.7.5 b Sl Campulers Edit Description F2 b oraph |
e — % Director .NEtWDrk MAC Address Master/Slave Options  Enter
@ t_ £l L | #m5andBox  00-0B-DE-D4-93-17 Diefine Credentials
= i = &
et @l@ %@ ﬁﬁ Q SandBox 00-04-75-E2-B5-D2 -
L ks andBox | 00-C0-FO-14-65-05 Application Inventory
Master & Slave Computers SRR SRR
Create a New Folder Ins Hardware Inventory
Rename this Folder F2 -D4-98-17 Inventory History
Delete this Folder Dl -E2-B5-D2 e
-14-68-05 — .
Metwark Details EMTER Remotely Uninstall Dl
Application Inventary File Deployments Package 2
Hardware Inventory hew Package
v RA YalP
File Deployments Package 2
Mew Package

When a Package is ticked in a File Deployment menu the destination you selected (a Network
Folder or a single PC) will receive this package. You can enable or disable deployments by

simply ticking or un-ticking a menu item.

By deploying on a whole Domain and then by disabling (unselecting) the deployment for a

single PC you can quickly define exceptions within a Network Folder.
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When a package is fully deployed, the menu item is ticked and grayed to indicate success.
You can watch the progress of a Network Folder Package by simply checking which of the

PCs already received it.

& The DS Load Button

i This button calls the DS Load dialog box below:

= The DS Load dialog box is an efficient way (it
— Threads— 4 min.ago <= Connectiong = Mo —

uses less than 1% of the CPU resources) to
monitor the DS activity. Rejected Connections

allow you to discover that the Max. Concurrent

Threads option has been set to a too small value

—Swstem———————— ~ Connections

or that this machine is overloaded. DS Theads 412/ 500 || = aecepted e
RaM (MB] 828/ 1024 | O Sz

. Incomect 164

a |If you see Incorrect Connections, you may . - | B Active 4

| Feset Counters I ¥ Routed i

find that a hacker is trying to access your DS.

(As the DS will only answer connections sent from "

Masters and Slaves that are listed in the DS %

database, any other connection will be rejected).

If your DS is listening on port 80, one may think that the DS is a Web Server (which it seems
to be since it then uses the HTTP port, but the DS only answers a few of all the possible

HTTP requests and does not use the verbose and unsafe HTTP protocol).

Incorrect Connections may be valid HTTP requests that are not supported by the DS. As a
result, you may want to have a look at the DS log for further investigations (in order to find

who is trying to use your DS, and to do what).

A ‘guardian’ thread monitors the activity of the pool of threads of the DS. If one thread of the

pool is blocked or lasts a too long time it is simply killed.

b Note: Some OS faults called ‘Heisenbugs’ (OS bug that disappears as measures are taken to
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eliminate it. Example: it could be a timing bug in an I/O device driver that only appears when the
CPU load is high or the driver is used in a faster processor. Inserting code to isolate the bug

hides it) can make your life miserable. The DS will do its best to cope with them.
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& The DS HTTP Status Codes

The DS supports a few of the HTTP codes a HTTP server returns (highlighted below i blue).

Code [Name [Exlanation URI: Uniform Resource Identifier
100 Informational codes

100 Continue A partial request has been received. Submit the rest of the request.

101 Switching Protocols Adgreement to switch the version of the HTTP protocol.

200 Successful codes

200 OK The request completed successfully.

201 Created The request resulted in the creation of a new URI.

202 Accepted The request has been accepted for processing, but is not processed vet.
203 Non-Original Source The data returned may come from a proxy.

204 No Content No data available for the request, do not change the current document view.
205 Reset Content The client should reset the current document view.

206 Partial Content The server is responding with the results to a partial GET request.

300 Redirection codes

300 Several Choices There are several locations that satisfy the client request.

301 Moved Permanently The client should permanently reset the current URI to be the URI specified.
302 Moved Temporarily The client should update the current URI with the requested URI.

303 See Other The client should use a different URI, performing another GET request.

304 Not Modified Target URI has not changed since the client's cached version was retrieved.
305 Use Proxy The requested entity must be accessed through a proxy.

400 Client Error codes

400 Bad Request The request was not understood by the server.

401 Unauthorized The request requires user authentication.

402 Payments Required The request requires a payment by the client.

403 Forbidden The authenticated user does not have permission to access this resource.
404 Not Found The specified resource does not exist.

405 Method Not Allowed The request method is not supported by this server.
406 None Acceptable The resource may not have the proper content type for the client.
407 Proxy Auth. Required | The client must first authenticate with the proxy.

408 Request Timeout The client did not complete the request in time.

409 Conflict The request could not be completed due to a resource conflict.
410 Gone The resource is no longer available.

411 Length Required The server requires a content-length header in the client's request.

500 Server Error codes

500 Internal Server Error An unexpected condition prevented the server from completing the request.
501 Not Implemented The server does not support the request received.
502 Bad Gateway The gateway could not access the upstream server.

503 Service Unavailable The server is unable to handle the request at this time.

504 Gateway Timeout The upstream server did not respond to the gateway in time.
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& The Query Button

o1 This button displays the Query dialog box below:

[

You can list and search [ELELTe [ O] x]
Tahle | \db\Computer - Index [HosthM ame «| = [SALES_400 Search
records of all the Tables of the ! = ! = - L]
Stamp ! FCID | DomainID| MAT | Hosthame | Ishd aster | I55lave | |G ate | 1505 | !A!
00-50BA- L )

DS Database by Index. 120001 13:41:05 - 1599 7 D0E0EA.  sales 401 D ] 0 0
. . . 120801134105 1595 4 O0-50B4-.  sales 402 O ] i i
Fields endmg with ‘ID’ are 120801134105 1597 3 00-50-BA-..  sales 403 0 1 0 a
120801 13:41:05 1595 4 005084  sales 404 O ] i i
. 120801134105 1595 @ 00-50BA-.  sales 405 O 1 0 ]
referring to a record of another |i1zosm 134105 159 5 005084 sales 405 D 1 0 0
120801134105 1593 39 00-50BA-.  sales 407 O 1 0 i
. ‘ v 120801134105 1692 0O O0-50EA-.  sales 408 O 1 i 1]

Table (like ‘NetworklD" in the |5un 13m0 153 1 005084 sales 403 0 1 0 0 .

120801 13:41:05 1590 5 00504 sales 410 O ] i i -

Computer.Dat Table). 1 | v

This dialog is useful to list records by the order of your choice (you have to select the
corresponding index). You can also search by index any table of the database like RA
Connections, PC usage, and check the States of a PC for a given period of time to verify the
free RAM level and the Disk(s) levels.

¥ A future release of the DS will allow you to edit the records directly from this dialog box.
& Using the DS ODBC interface to make SQL queries

SQL (Structured Query Language) is the method used for accessing data through ODBC
(Open Database Connectivity). By using the DS ODBC interface you can query the DS

database with SQL requests.

The DS ODBC interface grants you real-time (read) access to the DS database from your
favorite ODBC compliant spreadsheet, report tool or custom solution. Microsoft Access,
Word, Excel, Powerbuilder, Borland Delphi, Crystal Pro Report Writer and Visual Basic are

just a few among the thousands of available ODBC compliant applications.

b Note: Some of our customers need this access to link the DS and their invoicing system so each new
Remote-Anything SOS Call is -automatically- added to the Slave user account and properly
invoiced at the end of each month.
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Other users need to process the information pushed by all their Slave PCs (like inventories) in
order to monitor their equipments, apply specific rules or raise alerts and eventually take an
appropriate action by using Masters or the DS to reply to the Slaves PCs or users who need an

immediate answer.

F Microsoft Access L 5 — 1ol x|
J File Edit Wiew Insert Tools Window Help |
IDSd|@RY 2R |0 (B G- a3,
2 ODBC : Database M [=][E3 | - = Relationships = i i =131 x|
E B, = =
cren B oo aation X [ %o soricar F
Objects Create table in Design view DeleteFlag DeleteFlag
Create table by using wizard Stamp Stamp
— DomainID AppID
Create table by entering data Descripbion DomainlD
» @  apPIVENT ParentlD LsMaster
W@ PPUICATION Level lsSlave
Powersaving IsGate
@ Days ChatSession
il COMNECTION Changed WoIPSession
+@ DepLOv Hosthiame DeletsFlag
@ DEPLOVITEM Description Stanp
DEPLOYONDOMAIN ssocket HserlD
il DeleteFlag nsocket DomainID DeleteFlag
Groups +@ DEPLOYONPC Stamp moptsID MasterUser Stamp
2@ Domain EE;?ID [ |soptsD Sex StabelD
4@ EnCuseR emainID StatelD ?ﬂ"r PID
anDSLAN i Stake
+ @ HorDwARE Susted Aol Phone Userll:
@ HWRINVENT Uf;‘enw Fowerasing Fax 1Paddr
+i# HWRTYPE ateway s3essionkey Title 00
@ Paddr mSessionkey Passward 05
u MORTICHS I sSessionly Commerit CPU
#@ OPENDOMAIH ot rSessionly RSAkeyID i
»@ OPENSLAVE et ] |traded Tracked Dicks
TrackiD TracklD nNIC
@ RoaEY Changed Changed Internet
@ soPTIONS Modem
‘® 505 Printer
W@ sTaTE
L | 3
B APPLICATION: Table B B ENDUSER : Table - o) x|
DeleteFlag Stamp ApplD AppName Ifl Stamp UserlD DomainlD MasterUser | Sex | Name 4|
b+ 1085421256 1 Adobe Acrobat 5.0.1 Standard | |+ 1092403526 4 1] 1] 0 gguz
| |+ 10854212596 2 Adobe Download Manager 1.2 (Remave Only) | |+ 1092403526 5 1] 1] 0/ idia J
| |+ 10854212596 3 Adobe Reader 6.0 | |+ 1092403526 B 1] 1] 0/ tscan
| |+ 10854212596 4 Algxa Toolbar ||+ 1092403526 7 1] 1 o DoT
| |* 10854212665 5 AMS Server | |+ 1093932539 8 1] 1 0 Eric -
| |* 1085421298 B AnswerWorks Runtime Record: 1] 4 [ 1 nfré]or s Al 4
+ 10854212596 7 COMPYigion
+ 10854212596 8 e-Sword : =101x|
I 1085421295 9 Internet Explorer Q831167 IsGate ChatSession | VolPSession MAC \ HostHame | Descripti
e 1085421295 10 lomega Autamatic Backup LAk 1 0 0 00-20-18-D3-3A5F  HomeOffice
HE 1085421296 11| LiveReq (Symantec Corparation) |+ 1 0 0 00-00-56-4F-85-D7 | DESK4
e 1085421296 12 LiveUpdate 1.80 (Symantec Corporation) |+ o 0 0/00-00-56-29-A8-B5 | Russell
HE 1085421296 13 LiveUpdate Administration Utility <l £ o 0 0 00-04-75-E2-B5-D2 EPROXYGATE
+ 1085421296 14/ Microsoft BackOfice 4.0 v * a 0 0/00-0B-DB-D4-58-17 XECN_4
Recard: 1] [ 1> | rie+] of 246 Record: 14| (] TR TN 3 A r |
peady ) T )

The DS ODBC interface is a DS option charged separately. If your DS license key lists the
ODBC option then you can ask for the ODBC Interface package which will install

automatically once copied in the DS folder.
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& The License Button

As Masters no longer need a License Key

with the DS, the DS needs one License Key.
This DS License Key allows you to use the

licenses you have purchased.

This key is based on the MAC address of
the network adapter of your choice —just
select the one you want to be used in the
list.

The

uninstalls and replaces in the DS database

‘Recycle licenses’ option remotely
the oldest Slave with a new incoming Slave
PC (easier ‘on-demand’ deployments).

You can also define exceptions with Slave
PCs that will not be recycled or the inverse

(Slave PCs that will be recycled).

& The About Button

It show the number of active connections at a this moment @

and lists the web sites from which you can get information

and support about TWD Industries’ products.

This button displays the License dialog box below:

L 0% Liceroes

This Licesree K iy tad bo e SELECTED Mestwack Sdapter [HICT
HAL Addiess | Dieeciipion

e DE D45 Ikl | PHLULT DCED B TR v
FROT-IHOE-07-08 1204 Nt Addapter
A TE D320 ACometheerink =L 10N 00 FC (0S50 1]

—BEGIN LICERSE -
FRODLICT Ramobe-finpihing
YERSIDN 41,30

wl LICEM=E 105 + 1 b + 2 Sl
OF TICRES Mo
LICTYPE Pt seal
HOSTEEY 00-08-DB-Dé-38-17
r— LAE&S DM Dema
R LISSUED
E<FIRES
Chpbsasid EHDUSER
=R TYFE
LIS5ER
Fis SSUERM
LICEMSH
£t o) [y —EMD LICERSE -
Chcboand
Cancel
I Fecyole ioanes

A Slave Tapciphory Ml dailng weth ihe 'B' chaiacie ndesles &

LT A ——— T

This button displays the About dialog box below:

DS v3.6.20

Copyright @ 1998-2003 TWD Industries SA5
all Rights Reserved,

kg S, bwd-industries, com
hikbpe i, rernoke-anthing. com

D3 Load: 0 Conneckionis)
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£ Troubleshooting the DS

Once correctly configured the DS will work out of the box. If it does not then either the
Master/Slave or the DS configuration is incorrect. Please follow the procedure below:

Make sure that you are using the latest version of RA and of the DS, log on as ‘Administrator’

on each machine and:

DS
» stop the DS Service from the Control Panel
» overwrite the old DS.exe file with the latest release
» delete the ../db sub-folder to reset the database

* restart the DS Service

Masters
» close the Master application if it is running
+ overwrite the old Master.exe file with the latest release

* restart the Master application

Slaves
» stop the Slave Service from the Control Panel
« overwrite the old Slave.exe file with the latest release

e restart the Slave Service

Make sure all Masters and Slaves have the 'DS' option enabled, the correct DS ‘Private’,
‘Public’ IP addresses (or DNS names) and port number registered so they can send ‘alive

packets' to the DS (see ‘Configuring Masters and Slaves for the DS’ for more details).

If you are not sure of the ability of a Master/Slave PC to reach the DS then use telnet:
telnet <DS_IP_Address> <DS Port_ Number> (ex: telnet 212.128.14.45 80)
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If telnet fails to establish a connection with the DS then you have a routing problem. Check
the way this Master/Slave PC is supposed to use in order to reach the DS machine and
identify the point of failure with Trace Route:

tracert <DS_IP_Address> (ex: tracert 212.128.14.45)

When Masters and Slaves register in the DS database you should see them listed in the main
DS dialog box under the default Network (Sand Box). This process should take 3 or 4

minutes maximum.

After PCs and users are listed in the DS database, click on the 'Credentials’ button to
authorize Master PCs and Master USERS (and allow some Master users to access some
Slave PCs).

If no PC is listed in the DS database then the configuration of the DS or of the Master/Slave
PCs is incorrect. You have to return to the top of this troubleshooting procedure to find what's

wrong and fix it.

Then, run a Master (using a NT user account that was registered in the DS as an authorized
Master user) to query the DS. You can just push the 'search’ button of the Master without

typing anything in the 'Slave' or 'User" fields of the Master dialog box.

Slave PCs should be listed in the Master dialog box. Select any of them and click on the

‘Remote Control or ‘File Transfer’ button to establish a connection.

If you get the error message ‘Access Denied’ then you have not defined credentials for this
Master PC or for the NT user account that you are logged into. Define credentials in the DS

database and then try again to query the DS from this Master PC.

If no Slave PC is listed in the Master then check that this Master user has been allowed to

access at least one Slave PC, and check that this Slave PC is online.
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£ Performances of the DS

The DS is an optimized program. TWD Industries worked hard to provide a really scalable
solution that will not hurt your budget because of crazy hardware requirements. Typical
connections are accepted, handled, logged and closed in 0.05 second. The DS was the only
active application on our Windows 2000 Pro machines and the ‘DS Load’ dialog box was the

only dialog on the screen (other windows were closed to save CPU).

The tests below do not reflect the maximum number of PCs a DS can handle (this is directly
related to the amount RAM rather than limited by the CPU) but only focused on the worse

case conditions your DS can meet under heavy DoS (denial of service) attacks.

=> DELL OptiPlex GX400

==

CPU: Intel Pentium 4 1.7 Ghz, 256 KB L2 cache
RAM: 512 MB PC800 (100 Mhz) RDRAM

HDs: 2 40 GB IDE (7,200 tpm)

NIC: 10/100 MB 3Com EtherLink

—
|

This machine handled 175 connections per second (85-90% CPU usage).
This represents 15,750 PCs sending ‘alive packets’ every 90 seconds to the DS.

=> DELL PowerEdge 4600

CPUs: 2 Intel Pentium 11l Xeon 1.8 Ghz, 512 KB L2 cache
RAM: 1 GB PC1600 (200 Mhz) DDR EEC SDRAM

HDs: 2 hot-plug 18 GB SCSI Ultra3/U160 (15,000 tpm)
NICs: Broadcom 1 GB and Intel 10/100 MB Ethernet

This machine handled 180 connections per second (50-55% CPU usage).
This represents 16,200 PCs sending ‘alive packets’ every 90 seconds to the DS.
With more connections, then the CPU usage brutally reached 100% (but was still OK).

The PowerEdge server costs much more than the Optiplex desktop PC (and is supposed to

be much more powerful) but has apparently similar performances. How is it possible?
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& WinSock (the Windows TCP/IP stack) is the Bottleneck

The performances described in the above tests are likely to be much better in the real World
because:

* we tested the most critical part of the activity of the DS: receiving Masters and Slaves attempts
to register —an operation that takes place only during the initialization of the DS, not during the
normal use (the DS is supposed to be always on so the initialization took place only one time)

* we did not conduct the tests with tens of thousands of real PCs (we just used a few PCs to
send simulated connections to the DS). Because of this, we were limited in the number of
connections per second for a given destination because of the TIME-WAIT state. This is a ‘by-
design’ TCP/IP limitation and this is why a test is not relevant unless it is conducted with tens
of thousands of physically networked PCs (something that we do not have at our disposal at
TWD Industries):

When a TCP connection is closed, the connection resources at the node that initiated the close are put into a wait state,
called TIME-WAIT, to guard against data corruption if duplicate packets linger in the network (ensuring both ends are
done with the connection). This can deplete resources required per-connection (RAM and Ports) when applications

frequently open and close connections.

=> The DELL PowerEdge server will handle much more connections than the DELL Optiplex
desktop PC because it still has plenty of CPU and RAM resources available. Remember that
the tests stressed the DS machine with constant incoming connections —something that you
will never experience under normal operating conditions unless the DS is under attack (an

even in this case, the DS will reject the connections it cannot handle to stay operational).

Microsoft states that WinSock 2.2 has the following performances with Windows 2000:

1. Windows 2000 Server has been tested with over 200,000 simultaneous TCP connections (Microsoft
does not specify if the connections transmit something... and say nothing about the hardware or the time
necessary to reach this number of connections. It is likely that it was not done on an Intel-platform...)

2. Internet Information Services (IIS) on Windows 2000 was highly ranked in SPECWeb96, handling more
than 25,000 HTTP requests per second (Microsoft does not specify the hardware platform and the
amount of memory used here ... notice that we are now far from the 200,000 connections above...)

3. Windows 2000 was used to set a land speed record of more than 750 Megabits-per-second (Mbps) on a
transcontinental gigabit network consisting of 10 hops (Microsoft does not provide the Trace Route
listing [latency]... and does not specify if 10 bytes or 10 GB were sent to calculate the transfer rate...).

Note: Winsock 2.x’s code is borrowed from BSD Unix... while Winsock 1.x was coded by

Microsoft.
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Back to reality now:

 On Windows 9x, the OS limit is 100 connections. You can edit this value (a DWORD for
Windows 95 and a STRING for Windows 98/Me) in the Registry:
HKLM/System/CurrentControlSet/Services/VxD/MSTCP/MaxConnections. Keep in mind that if

you set it to 200 or higher then Windows 9x/Me will be far less reliable.

* On Windows NT4 and Windows 2000 it depends on the available RAM but the OS limit is the
size of the non-paged memory pool. On Intel platforms this pool cannot exceed 1/8 of the
total physical RAM -with a hard-coded limit of 1228MB on NT4 and 256MB on 2000 (so having
more than 2GB of RAM is helpless in our case on Windows 2000). This leads -in theory- to a
limit of 12,800 connections on NT4 and 25,600 on 2000 (alive TCP connections use 10KB). In
practice, real-life users report that they hit the wall before 10,000 connections. Why? Simply
because the Windows core threads (in the thousands), the Services and all the applications

will be competing with your application for space in the limited non-paged memory pool.
Conclusion: do your own tests before you count on the official Windows benchmarks.

=> For the DS, the consequence is clear: one 2GB RAM Intel-based Windows 2000 server will
be able to manage millions of PCs and will be limited to around 10,000 concurrent RA users

doing file transfers or remote control at the same time.

Not many Help-Desk centers serve 10,000 customers at the same time so one unique DS

machine should be more than enough for most needs.

& The Disk

Unless the DS is running on a machine with enough RAM to hold the entire database,

performance will be dictated by how fast the database is read or updated by the disk.

A Wide Ultra SCSI-3 hard drive provides about 75 non-sequential (random) and 150
sequential 1/0 operations per second. The transfer rates are not the bottleneck. The

bottleneck is due to the 75/150 I/O transfers per second limitation:

(75 random 1/O operations per second) x (8 KB transfer) = 600 KB per second
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With only random disk read or write a disk will transfer at most 600 KB (0.6 MB) per second!

A hard drive consists of a set of drive platters with a set of arms with read/write heads that
can move across the platters and read or write information from the drive platters. The heads
and arms need to move in order to find the location of the hard drive platter that Windows
asked to update. If the data is located on non-sequential locations on the hard drive platter, it
takes significantly more time for the hard drive to move the disk arm and head to all of the
necessary hard drive platter locations. The time difference between the non-sequential versus
sequential case is significant, about 50 milliseconds per non-sequential seek versus

approximately 2-3 milliseconds for sequential seeks.
& Processors

When the disk is overloaded, the CPU usage grows and immediately after the memory usage
grows too. This is simply because the connections cannot be processed in a timely fashion.
As a result, Windows does its best to queue them. Unfortunately, this has a disastrous effect
because doing this (dumping them in RAM and then on disk) is the slowest possible task.

That's a bad idea since the PC is already overloaded. This is like putting oil on your wheels
while you are pushing the breaks pedal down to the metal. It does not help.

To save Windows from itself TWD Industries designed the DS so it will reject connections
when the server is not able to cope with the workload -until the situation is back to normal. At
least, this prevents Windows from crashing the server. Now, the only consequence of an
oversized workload is that the DS rejects the connections that it cannot handle (if no load-

balancing is available).

When the CPU is not the bottleneck, something else is the bottleneck (a primary candidate
being the disk subsystem because disks are the slowest part of a computer), so the CPU is
being wasted. The CPU is usually the hardest resource to expand (above some configuration
specific level, such as four or eight on many current systems), so it should be seen as a good

sign that CPU utilization is more than 95%.
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The response time of transactions should be monitored to ensure they are within reason; if
not, >95% CPU usage may simply mean that the workload is just too much for the available

CPU resources. In this case, either CPU has to be increased or workload has to be balanced.

Look at the Performance Monitor (Perfmon.exe) counter "Processor: Processor Time %" to
make sure all processors are consistently below 95% utilization on each CPU.

"System:Processor Queue" is the processor queue for all CPUs on a Windows NT system.

If "System: Processor Queue" is greater than 2 per CPU, it indicates a CPU bottleneck. When
a CPU bottleneck is detected, it is necessary to either add processors to the server or reduce

the workload on the system.
& Conclusion

If you are going to increase the number of users that the server is to support then you will

have to (in order of efficiency):

» Store the whole DS database in a RAM disk (so random disk seeks will be much faster)
» Add RAID 5 disks to your server (to reduce the random disk seek latency statistically)

* Add a caching controller (to prevent random disk seeks from happening when possible)
* Add RAM to your server (to prevent random disk seeks from happening when possible)

* Add a processor (to add processing power if the CPU is overloaded)

¥ The DS database has been designed to be compact: you can count approximately 1 MB
for 1,000 PCs so 1 GB of free space on disk leaves room for 1,000,000 PCs.

=> A 2 GB RAM Intel-based Windows 2000 DS server will be able to manage millions of PCs
and will be limited to around 10,000 concurrent RA users doing file transfers or remote control
at the same time.

Not many Help-Desk centers serve 10,000 customers at the same time so one unique DS
machine should be more than enough for most needs.

It is likely that you will never have to invest in a lot of expensive hardware for the DS.
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£ Remote Administration of the DS

The & DS can be remotely installed, configured and used by installing & Slave.exe on the
DS machine. Doing this, you can access the DS from any #: Master PC -providing that you
have the appropriate credentials (or password if you are using a Slave which is not tied to a

DS) to access the DS machine.
You can either use a Slave tied to this DS or a Slave not tied to a DS: it may be safer to use a
Slave that does not need the DS to be operational (this will allow you to start and stop the DS,

do some database file maintenance, etc. even if the DS is not running).

=> A simple ‘RA - Individual Pack’ (1 Master + 1 Slave) will do the job!
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% How safe is the DS?

& The Security of the DS

The DS is handling critical information about a network. This may not be a real issue if you
are using the DS on a LAN (because this information is already publicly available on your
LAN) but most DS users will use it with a WAN. That's why the DS security has been carefully

studied before being implemented.
£ Passive Defense

& Masters/Slaves are no longer listening to ANY port

=> This makes them invisible for an attacker since they cannot be reached. Because they

cannot be reached, nobody can even try to attack them. That's the security “by design”.
& The Time Zone Filter

=> This makes it impossible for authorized Masters to reach Slaves during the hours of your
choice for each day of the week. Only a DS administrator can modify this option so no remote
user can bypass this security even if a Master user or Master PC is compromised or working

after hours.
£ Active Defense

& 2048-Bit Asymmetric RSA encryption

RSA, one of the most widely used asymmetric encryption methods, relies upon the fact that
factorization of large prime numbers is difficult. ‘Asymmetric’ comes from the fact that it uses
two keys: a public and a private key. The private key cannot be derived from the public key
without excessive effort —excessive in this case meaning something more than all the
computational power available in the (known) universe. What is considered infeasible today

may be feasible tomorrow but there is no way to protect us against this.

The mechanism that makes public key cryptography so useful is that data that has been
encrypted with a private key can only be decrypted with the corresponding public key —and
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reciprocally. It is not possible to decode encrypted data with the key used to encode the plain-
text message. Other differences with symmetric encryption: asymmetric encryption is 1,000
times slower and the encrypted message is much larger than the original message. That's
why asymmetric encryption is mostly used to code symmetric keys —and not data.

Why using a 2048-Bit RSA key while the symmetric AES key is only 128-Bit long? Well, public
keys need to be much larger to ensure the same level of security that is possible with a much
smaller symmetric key. A 80-Bit symmetric key has approximately the same strength as a
1024-Bit public key.

During the August 1999 RSA challenge a RSA 512-Bit digit was factored. This required 35.7
CPU-years distributed on 292 workstations and high-speed computers, plus a massive
amount of storage for intermediate results. Calendar time was 3.7 months. This considerable
effort has to be repeated for each RSA key to crack. This means that a 512-bit RSA key can
be cracked -if it is worth spending so much resource ($1,000,000).

While RSA 1024-Bit keys are supposed to be safe during 5 years, a RSA 2048-Bit key is for
long-term secrets that are supposed to last more than 10 years. This sounds good.

& 2048-Bit RSA Public Keys used for Symmetric Session Keys negotiation

How to setup a secure session between a server and a remote client over an unsafe link like
the Internet is a difficult problem that has been studied for many years. Protocols like Diffie-
Hellman have been proposed but they are vulnerable to man-in-the-middle attacks. Patches
like SRP or PAK exist but are patented and add to the connection initialization overhead.

Our feeling at TWD Industries is that security must come from a simple publicly available
design —not from a so complex scheme that nobody is willing to spend the time necessary to
analyze it and say if it is really safe or just too complex to be understood at first glance. If

people can find at first glance that the security scheme is safe then that’s far better.

=> When registered the DS creates a 2048-Bit RSA Key. During the personalization process
Masters and Slaves receive the public RSA key while the DS keeps the private RSA key
secret. Each Master user also gets a private 2048-Bit RSA key to allow the DS to authenticate

Master users without possibility for Masters to repudiate connections.
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When a Master or a Slave is signing up with the DS, the DS encrypts a (irue) randomly
generated 128-Bit symmetric session key with its RSA private key, signs it and sends it to
Master/Slave. Then, Master/Slave decrypts it with its public RSA key, checks if it matches the

signature and starts an encrypted session with the DS if all goes well.

Since nobody has access to the DS RSA private key no session key can be forged by an
attacker. If a pirate has access to the DS machine then he will surely prefer to add credentials
for an external Master rather than trying to find the DS private key to try later man-in-the-

middle attacks. Pirates are not masochists.

How safe this security scheme is? Let’s see all the possible cases:
« A man-in-the-middle* is replacing the random symmetric key by something else:

- since he does not know the DS private key the signhature does not match the symmetric key
and Master/Slave closes the connection. The attack fails.

» A stranger* Master/Slave is trying to access the DS:

- if he does not know the public key the signature does not match the symmetric key and the
DS closes the connection. The attack fails.

- if he knows the public key (he got it from someone in your organization) the signature
matches the symmetric key and the DS starts a normal session.

- if that's a Slave then it will show up in the DS list as a PC that can be controlled by
Masters once credentials have been defined. That's not a security issue.

- if that's a Master then, depending on the fact that he knows (or not) a valid Master user
name, password and the corresponding RSA key:

- he will impersonate a valid Master since he got all the secrets (the DS public key,
the Master user name and its associated password and RSA key) from someone in
your organization. The restrictions attached to this Master user will apply: reachable
Slaves, time-zone filter (restricted hours).

- he will not be able to get anything from the DS until the DS administrator has
explicitly enabled the new Master PC and then defined credentials, a password and
generated and sent a private RSA key for this new Master user. The attack fails.

[*] See the note below.
P Note: |f the “Allow DS-LAN Masters only” DS option is enabled then man-in-the-middle and

stranger Master attacks are possible only if it is conducted by someone acting from
within your LAN. As long as your LAN is not compromised these attack cannot be

performed. In all the cases, man-in-the-middle attacks fail.
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=> The DS can be used by a stranger Master ONLY IF mobile Masters are allowed AND a
Master user from your organization gave all the secrets to a pirate. At this stage, this pirate
has probably the key of your office door so one may wonder why he would bother to use RA
while he has physical access to your machines during the night or during weekends.

If you need to allow mobile Master users then restrict the access rights of Master users.
Accountants must not be able to access R&D machines. If one of your Master users happens

to divulge confidential information then the leaks will be limited to his credentials.

In order to prevent Denial of Service or brute force attacks targeting the session key
exchange (which consumes CPU resources by crushing large prime numbers) a first round of

authentication is processed before session keys are negotiated.
© Replay protection

=> Encryption and hashing are initiated with ‘salted’ values (values nested in meaningless
data) and initialization vectors that take the current date and time into account. This means
that replay attacks cannot take place because the values used in a past session cannot be

used again in a future session.
© Data integrity

=> Because encryption does not prevent data modification every chunk of data sent over the
wire also uses Hash based Message Authentication Codes (HMAC) to check the integrity of
the message. Only the owners of the private symmetric key are able to make and verify an
HMAC. An impostor will not be able to forge an HMAC. Those symmetric keys are random

session keys that are different from the encryption session keys.
© 128-Bit AES encryption (FIPS 197) and rotated Session Keys

=> Advanced Encryption System (AES) is the secure encryption standard designated by the
Federal Information Processing Standard (FIPS) 197. All the connections are encrypted with
AES 128-Bit private session keys. The session keys are rotated randomly and random
padding is used to prevent plain text attacks. Any connection that transfers corrupted data
(data that remains meaningless after decryption) is immediately closed —protecting the DS

from unauthorized connections and man-in-the-middle or hijacked-connections attacks.
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Because encryption does not prevent data modification every chunk of data sent over the wire

also uses Hash based Message Authentication Codes (HMAC). This allows for data integrity.

128-bit symmetric encryption has never been broken. According to RSA Labs, it would take a
trillion-trillion years to crack 128-bit encryption using today’s technology. But if your
organization needs to use larger session keys just drop us a line: the DS will just need to be
recompiled to provide you with longer keys. The DS implements 128-Bit symmetric encryption

for legal reasons but some organizations are allowed by their government to use larger keys.
& Why Encryption is Optional

=> Given the obvious benefits of a proper encryption implementation one may wonder why
this is an option for the DS. Well, some users have a safe WAN with leased lines and the only
users are network administrators. Their work is about administrating hundreds of servers in a
secure environment and they just need to access machines without wasting precious CPU

cycles. Encryption is just a waste of CPU resources and a latency aggravation factor for them.
& Buffer overflows protection

=> While the DS is not an HTTP server, it will look like one for the external world and will be
using the port of your choice (80, 443 or 389 may be good choices). The DS is using one port
only and it has been protected against oversized, malformed -or unknown HTTP requests
(particular care has been taken to make sure that the DS is not exposed to buffer overflows or

‘magic words’).
& No access to the system layer

=> The only thing that one can do with the DS is submitting new information or requesting
existing information from the DS database. This way, as it is not possible to reach the file or
with the system layer -or to interact with it by using scripts or compiled code (DLLs, ActiveX
components, Java, VB script, etc.), using the DS is far safer than letting your users surf on the
Web.

& Monitoring and Logging
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=> All requests and connections attempts are logged (in a log file) and you can monitor in

real-time the DS activity with a ‘Task-Manager like’ dialog box.
& Denial of Service protection

=> The DS has been extensively tested with huge workloads (up to 10 times the physical
capacity of the server CPU). And TWD Industries has implemented security processes to
prevent denial of service attacks: if the DS receives more requests than it can process then it
simply discards the extra load (eventually redirecting it to a co-DS if any is defined in the
options). Specific code has been added to stabilize the Windows TCP/IP stack (because it
never recovers by itself when faced to an oversized workload -even if the workload slows
down later...and ends by consuming all the RAM before crashing the system). The DS will not
go down even if you are not there to take the appropriate actions to reduce an abnormal

workload.
& Why not use established standards like SSL/TLS?

The fact that many vendors rely on a widely used standard does not mean that this standard
is secure. It just means that people believe what the standard promoters tell them. The DS
has been designed to be as secure as possible and SSL/TLS are not secure enough for the
DS. If the goal is really to make users safe then we find it criminal to tell users that they are
secure when this is not the case —especially with critical business activities like e-commerce,

remote-control tools or VPNSs.

Having said this we have to explain why SSL/TLS are unsafe. The devil is (again) in the

design: it does not matter how good the encryption algorithm is if the authentication lacks.

1. SSL/TLS blindly accepts any key providing that one Certification Authority (CA) among the
dozens available seems to associate it to the user name you are expecting. What's wrong
here? You have absolutely no control nor guaranty about how, where and for who the key was
generated so you cannot be sure that a key is from the right person (the DS instead associates
each Master user with a unique private key and cannot be fooled about a key/owner pair since
the DS is its own Certification Authority (CA)).

2. SSL/TLS protects the user name of the key but not the IP address. Since name resolution

(DNS) is not protected it can be modified on the client side, the server side, or on any of the
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involved DNS servers. How useful is it to have a successful authentication if you are not talking
to the right person? (going through the DS authentication is the only way to get in touch with a
correspondent —and this is the DS who does the handshaking for you so you are sure that your

peer is the expected one).

3. Microsoft has experienced the limits of SSL/TLS the day someone called “Administrator”
requested a Microsoft certificate from Verisign... and got it. Are you really believing that paying
total strangers a small annual fee will make them take care about the security of your
organization? If you have something to loose then think twice (the DS allows you to avoid
using third parties —saving your money and making sure that your business will stay for your

eyes only).

4. Most SSL/TLS implementations suffer from critical security breaches (a search “SSL +
vulnerabilities” on Google reports 124,000 relevant links) that allow for remote execution of
arbitrary code, denial of service and disclosure of sensitive information. As a result, SSL/TLS is

far from being a guaranty of security for vendors and end-users.

SSL/TLS do not preserve the confidentiality and the integrity of your data. Worse, as the
SSL/TLS traffic is encrypted nobody will notice that a pirate is playing with your financial
information. With this in mind, SSL/TLS does not sound desirable to us.

& Conclusion

The DS security is using higher security standards than the most demanding client/server
applications. At the same time, it also minimizes the costs involved in the deployment of the

security scheme and does not delegate the most critical part of the security chain to any third

party.

If a DS database is compromised, it is likely that the machine hosting the DS was
compromised, not the DS. In this case, the attacker will have a list of your users but will not

be able to reach them or their PCs.

Suggestions and feedback are welcome: = feedback@twd-industries.com

For more information about security, please consult the RA Reference Manual.
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# Technical Support

TWD Industries provides free Technical Support to registered users the first year and to users

testing the product:

* Email: support@twd-industries.com

 Telephone: (Hours: 9:00 AM to 6:00 PM, Greenwich Meridian Time+1)

. Voice +33 (0)492 940 510
.« Fax +33 (0)492 940 512

Please read the latest FAQ on http://www.remote-anything.com to solve common issues.

# Program Updates

New versions of the DS are free the first year for registered users, just download the latest
version from:
http://www.remote-anything.com/en/news.htm

Our products are constantly evolving and so is your investment with TWD Industries.

DS Manual — TWD Industries SAS Page 52 / 55



# Small Glossary of the Network Terminology used in this Manual

Networking is a complex subject and many experienced computer users feel confused about
some words they simply do not understand. So, here is a small introduction to networks that

is intended to make you feel more comfortable with those barbarian terms.
LAN (Local Area Network): a private network of several PCs.
WAN (Wide Area Network): several interconnected LANS via leased lines or the Internet.

IP (Internet Protocol): this is a protocol (a language) used by computers and devices like routers,
printers, etc. to communicate over a network. This is also the protocol used by the Internet. IP

supports two transport protocols: TCP and UDP.

TCP (Transport Control Protocol): this is a connection-oriented protocol which involves two
computers for an exchange of information (see it as a phone call: you dial to call someone, talk from
both sides and then hang up). TCP is reliable since it checks that the packets it sends are received by

the other end. RA is using TCP for ‘remote-control’ and ‘file-transfer’ sessions.

UDP (User Datagram Protocol): this is an unconnected protocol (see it as bottle you throw in a river:
it may reach your friend located below but it may be lost). UDP is not reliable but is faster than TCP
since it uses far less resources. RA is using UDP for the ‘Chat’, ‘Wake-on-LAN’ or ‘Get Hardware

Information’ features.

IP address (Internet Protocol address): this is a 4-byte logical address (an address that can be
defined by the user) used to reach another machine (or ‘node’) over the Internet or on a LAN (see it as
the phone number you use to dial to talk to your mother). Some IP addresses are reserved:
- if it ends with zero(s): 137.50.4.0 or 137.50.0.0, then it specifies a network
- if it ends with 255: 13.4.2.255 or 13.4.255.255, then it defines a broadcast address (or a mask)
- if it starts with 127: 127.50.10.121 or equals 0.0.0.0, then it specifies the local machine
- if it starts with 0: 0.68.10.11 or 0.0.10.11, then it defines an address on the current network
- 255.255.255.255 is a ‘limited broadcast’ used on a LAN, it will be blocked by routers
Example of a valid IP address that can be assigned to a computer: 192.168.124.12
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Public or routable IP address: this is an IP address that everybody can use on the Internet. Some of
these addresses have been assigned to geographical regions:

- 194.0.0.0 — 195.255.255.255, Europe

- 198.0.0.0 — 199.255.255.255, North America

- 200.0.0.0 — 201.255.255.255, Central and South America

- 202.0.0.0 — 203.255.255.255, Pacific Area
Example of a valid public IP address: 213.18.124.12

Private or non-routable IP address: this is an IP address that can be ONLY used on a private LAN.
As specified in the RFC 1597 issued in March 1994, the following IP addresses can be used for
private networks:

- 10.0.0.0 — 10.255.255.255, allowing 1 network of 16,777,214 |P addresses

- 172.16.0.0 — 172.31.255.255, allowing 16 networks of 65,534 IP addresses each

- 192.168.0.0 — 192.168.255.255, allowing 256 networks of 254 IP addresses each
Example of a valid private IP address: 192.168.124.12

WAN I[P address: this is the public (or routable) IP address of a Slave PC located on a LAN.

NAT (Network Address Translation): NAT is used to translate a private IP address to a public IP
address. Example: a Master user can reach a Slave PC located on a private LAN via a router
connected to the Internet doing NAT (see it as a phone center dispatching customer’s incoming calls

to the internal lines of a corporate building).

NIC (Network Interface Card): a network adapter (usually for Ethernet or Token Ring) that allows you

to connect your computer to a local LAN.

MAC (Media Access Control): a 6-byte physical address (i.e. an address burned into the silicon of
your hardware) which allows computers to translate (with the ARP protocol) a logical address like an
IP address into something related to a physical device like a computer. The MAC address is supposed
to be unique: the first 3 bytes are the manufacturers identifier and the rest is used to define 27(3*8) =
16,777,216 unique cards for each manufacturer. Example: 00-50-BF-12-D4-98
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# License Agreement

The software described in this document is provided with a License Agreement and may not be used without acceptance of the terms of this
License. This software is licensed, not sold. The fee you pay entitles you to use the software, not to own it. The software is copyrighted
material and its exclusive distribution rights are owned by TWD Industries SAS.

This is a legal agreement between you, the end user, and TWD Industries SAS, a French company.

GRANT OF LICENSE - This TWD License Agreement permits you to use one copy of the TWD Industries software product acquired with
this License on any single computer, provided the software is in use on only one computer at any time. If you have several Licenses for the
software then at any time you may have as many copies of the software in use as you have Licenses. The software is "in use" on a computer
when it is loaded into the temporary memory (i.e. RAM) or installed into the permanent memory (e.g. hard disk, CD ROM, or other storage
device) of that computer, except that a copy installed on a network server for the sole purpose of distribution to other computers is not "in
use". If the anticipated number of users of the software will exceed the number of applicable Licenses, then you must have a reasonable
mechanism or process in place to assure that the number of persons using the software concurrently does not exceed the number of
Licenses.

MANDATORY REGISTRATION. This software contains technological measures that are designed to prevent unlicensed or illegal use of the
software. The license rights granted under this license are limited to the first thirty (30) days after you first run the software unless you supply
information required to register your licensed copy in the manner described on http://www.twd-industries.com. You can register the software
through the use of the Internet or telephone; toll charges may apply. You may also need to register again the software if you modify your
hardware or alter the software.

COPYRIGHT - The software is owned by TWD Industries or its suppliers and is protected by United States copyright laws, international
treaty provisions, and all other applicable national laws. Therefore, you must treat the software like any other copyrighted material (e.g. a
book or musical recording) except that if the software is not copy protected you may either make one copy of the software solely for backup
or archival purposes, or transfer the software to a single hard disk provided you keep the original solely for backup or archival purposes. You
may not copy the Product manual(s) or technical and commercial written materials accompanying the software.

OTHER RESTRICTIONS — You may not rent or lease the software, but you may transfer your rights under this TWD Industries License
Agreement on a permanent basis provided that you transfer all copies of the software and all written materials, and the recipient agrees to
the terms of this agreement. You may not reverse engineer, decompile or disassemble the software. Any transfer must include the most
recent update and all prior versions.

LIMITED WARRANTY — TWD Industries warrants for a period of 60 days from the date of receipt that the software will perform substantially
in accordance with the accompanying Product Manual(s) and any TWD Industries supplied hardware accompanying the software will be free
from defects in materials and workmanship under normal use and service for a period of one year from the date of receipt. Any implied
warranties on the software and hardware are limited to 60 days and one (1) year, respectively.

TECHNICAL SUPPORT AND PROGRAM UPDATES — TWD Industries offers free technical support and free program updates the year that
follows your first purchase of TWD Industries products. Then, technical support and program updates are charged annually (maintenance
fee) at the rate of 10% of the total price of all your licenses. If the maintenance fee subscription has been discontinued for a while and then
later restarted then the amount of the maintenance fee for the first new year of subscription is calculated as follows: fee = fee + ((fee x years)
/ 2). Further years of maintenance are then charged at the normal rate.

CUSTOMER REMEDIES — TWD Industries’ entire liability and your exclusive remedy shall be, at TWD Industries’ option, either return of the
price paid or repair or replacement of the software or hardware that does not meet TWD Industries’ Limited Warranty and which is returned
to TWD Industries with a copy of your receipt. This Limited Warranty is void if failure of the software or hardware resulted from accident,
abuse, or misapplication. Any replacement software will be warranted for the remainder of the original warranty period or 30 days, whichever
is longer.

NO OTHER WARRANTIES — TWD INDUSTRIES DISCLAIMS ALL OTHER WARRANTIES, EITHER EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, WITH
RESPECT TO THE SOFTWARE, THE ACCOMPANYING PRODUCT MANUAL(S) AND WRITTEN MATERIALS, AND ANY
ACCOMPANYING HARDWARE. THIS LIMITED WARRANTY GIVES YOU SPECIFIC LEGAL RIGHTS.

NO LIABILITY FOR CONSEQUENTIAL DAMAGES — IN NO EVENT SHALL TWD INDUSTRIES or its suppliers be liable for any other
damages whatsoever (including, without limitation, damages for loss of business profits, business interruption, loss of business information,
or other pecuniary loss) arising out of the use of or inability to use this TWD industries product, even if TWD industries has been advised of
the possibility of such damages. In any case, TWD industries entire liability under any provision of this agreement shall be limited to the
amount actually paid by you for the software.

U.S. Export Controls: You agree that you will not export or re-export these products to any country, person, entity or end user subject to
U.S.A. export restrictions. Restricted countries currently include, but are not necessarily limited to Cuba, Iran, Iraq, Libya, North Korea and
Syria. You warrant and represent that neither the U.S.A. Bureau of Export Administration nor any other federal agency has suspended,
revoked or denied your export privileges.

This Agreement is governed by the French laws and the competent Tribunal is Antibes, France. Should you have any question concerning
this Agreement, or if you desire to contact TWD Industries for any reason, please mail to: info@twd-industries.com.
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